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July 13, 2022  

 

To  :  Siobahn Bradley  

OSC Investigator 

 

From  :    

CAM FISMA IT Security Audit and Oversight Compliance  

 

Re  : Amended; Whistleblowers response to agency’s reply to OSC File No. DI-21-000716  

 

Whistleblower response and comments to the Department of the Interior referral OSC file no. DI-21- 

000716 of a whistleblower disclosure of violations of laws, rules and regulations specifically FISMA 44 

USC 3554 for the FOLIO systems referred for investigation by the Secretary of the Interior. The response 

is signed by high-ranking DOI official, the Associate Solicitor for General Law who is notably not a FISMA 

nor IT Security professional but may act as a legal shield for the DOI\  and OIG. The agency response 

admits that FOLIO “generally contain DOI information” but also admits that it neglected to properly 

investigate the allegations yet it indirectly and circuitously commented on two of its broad 

summarizations of the allegations. Its response simply deferred the allegations to GSA and the agency 

averse that it had no liability nor culpability because FOLIO is a GSA owned and operated system 

although it simultaneously admits that FOLIO “generally contain DOI information”. The agency fails to 

cite or admit that FOLIO is in fact a shared-system with shared FISMA responsibilities and is governed by 

FedRAMP. FedRAMP implements FISMA and NIST requirements through federal cloud-based shared 

resources including FOLIO. The agency response consistently fails to provide evidence, documentation, 

citations or hyper-links to any supporting or corroborating testimony or response. While none of its 

comments directly addressed or responded to the allegations many were found to be false, conclusory, 

unsubstantiated and in some instance counter-evidenced. By ignoring FedRAMP governance the agency 

fails to take ownership for any deficiencies specific to FOLIO and pushes them off to GSA. The agency 

also fails to directly cite deficiencies or allegations specific to mandated FISMA documentation, or the 

lack there-of as cited in the whistleblowers protected submission. 

The Federal Information Security Modernization Act (FISMA) of 2014 (PL 113-283, 44 USC 3554) requires 

the head of each Federal agency to provide information security protections commensurate with the 

risk and magnitude of the harm resulting from unauthorized access, use, disclosure, disruption, 

modification, or destruction of information and information systems. Additionally, FISMA requires 

agency heads to report on the adequacy and effectiveness of the information security policies, 

procedures, and practices of their enterprise. Since FY 2016, OMB and the Department of Homeland 

Security (DHS) have organized the CIO FISMA metrics around the National Institute of Standards and 

Technology’s (NIST) Framework for Improving Critical Infrastructure Cybersecurity (Cybersecurity 

Framework). The FISMA metrics leverage the Cybersecurity Framework as a standard for managing and 








